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BESOIMNACHOCTDb

e MexceTeBOW 3KpaH

e CuctemMa NpeAoTBpaLLEHNA BTOPXEHNM

e KOHTPO/Ib NPUNOXEHNI

e KoHTeHT-ounbTp (HTTP 1 HTTPS)

e Web Application Firewall

e AHTMBMPYCHadA NpoBepKa Tpadrka

® AHTWCMaM ¥ NPOBepKa NOYTOBOro Tpaduka
e 3awwmta ot DoS n 6pyTdopc-atak

e 3allMLEeHHbIN yaaneHHbIn goctyn no VPN



ABTOPU30OBAHHbIV AOCTYN

e WHTerpauymsa c Active Directory: mmnopTt v Single Sign-On ayTeHTUdMKaUWA
e ABTOpM3aumna ycTtponcts no IP+MAC

e ABTOpM3aumMA Yepes Beb-6paysep

e KnmneHT ana aBTopusaumm ldeco Agent

e ABTOMaTM4eCKoe COo3jaHune nosib3oBaTenen

e ABTOpu3sauma VPN-nonb3osatenen no IPsec



CETEBbIE BOSMO)XXHOCTW

e MapuwpyTtnsauyma Tpadmka

e YnpaBsJ/ieHue Noaocou nponyckaHua (Lwernep)

e [logaepxka VLAN-oB

e (Co3gaHre DMZ n cerMmeHTUpOBaHME CeTH

e ObbeanHeHMe yaaneHHbIx opuncos no VPN: IPsec, OpenVPN
e PesepBupoOBaHMe N BaNaHCUPOBKA NHTEPHET-KaHa 0B

e KBOTbI TpaduKa ANA Nosfb3oBateneil N yCTPoMCTB

o KewwnpoBaHue Beb-cTpaHUL, 1 DNS-3anpocoB

e DNS-cepBep c nogaepxkon Master-3oH

e DHCP-cepBep



BESONACHAA NYBJINMKALUNNA PECYPCOB

e Ob6paTHbIN MPOKCK-CEPBEP C 3aALLUNTON MeXCeTeBbIM 3KPaHOM BE6-NPUNOXKEHNI
e [lybnnkaymsa Outlook Web Access
e [lOYTOBbLIN penen ¢ MHOrOYypPOBHEBOW 3aLLMTOM OT crnamMa, bpyTteopc n DoS-aTak

e [IpobpPOC MOPTOB C 3aLLNTON CUCTEMOU NMpPeoTBPaLLEHNSA BTOPXEHWN



NOJIHOLWLEHHbIV MOYTOBbLIA CEPBEP

e [logaep)kka NPOTOKONOB C 6e3onacHbIM WwndpoBaHmem POP3S, STARTTLS, IMAPS
e MHoroypoBHeBas ¢uabTpaLmsa cnamMa v BUpYycoB
e 3awmTa ot DoS n 6pyTdopc-aTak

e Beb-nHTepdenc ana nonb3oBartenei, 3alMLLEHHbI MeXCeTeBbIM
3KpaHOM Beb-MpuIoXeHNI

e BO3MOXHOCTb MHTerpauuu nonb3osatesnen c Active Directory



CPABHEHWVE C KOHKYPEHTAMW®M
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CPABHEHWVE C KOHKYPEHTAMW®M
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